Abstract for CA World '95

From: Terri Javis at JPL. Site id: 113960

Session Title: A Do it Yourself Guide to Multi-platform Security Featuring CA-ACH2
Automated Updates

Session #: LEAO016S

Abstract:

This session will detail a procedure to automate the synchronization of user information across
CA-ACKE2, Novell, Microsoft Windows NT, MS SQI. Server, and internal applications.
Using a combination of ACIOW’1'S1., aD) Y1.28011 reformat job, and utilities that extract
Novell bindery (security) data, the information is downloaded and combined in Xbasc format,
and matched to Human Resources data. Foxpro or CA-CI.1PPER programs perform these
functions. A fileis uploaded to the mainframe as input to ACIWA'J C11, where it is used to
automatically update 1.ogonid records for organization, mailstop, phonc, and name changes
etc. Custom reports arc easily produced to manually synchronize and update security
information across all platforms, (Novell, MS SQI. Server, CICS-Millenniumetc.).

Ncw features include CA-ACI2 Resource Rule validations and updates, CA-ACI2 dataset rule
validations and cross-reference tools, and the (forthcoming) automatic updates to MS SQI.
Server security tables.

Biography:

TerriDavis has worked at the Jet Propulsion 1.aboratory for over 9 years performing in
capacities such as Senior Technical Support Analyst and Data Basc Administrator. Shc
currently lcads the Computer and Data Security group at J’],. Shc holds a Bachelor of
Science Degree in Business Management from Farleigh Dickinson University and has
additional certifications inDataProcessing and Computer T'echnology.
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JET PROPULSION LABORATORY

s The Jet Propulsion Laboratory is a Federally Funded Research
& Development Center (FFRDC) managed by the California
Institute of Technology (Caltech)

m JPL’s principle federal affiliation is the National Aeronautics &
Space Administration (NASA)

= The major mission of the Laboratory is Earth Observation
Science and Solar System Exploration

= Current active projects include Voyager: Solar Magnetosphere
and Radio Science exploration; Ulysses: Solar Observation; and
Galileo: Jovian (Jupiter) Atmospheric Observation and Plantery
System Exploration
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OVERVIEW

B Jet Propulsion Laboratory
California Institute of Technology
Manage interplanetary science missions for NASA
6600 employees/affiliates

m Business Operations

Financial Information
Purchasing
Property (inventory/Tracking)

Human Resources
Project Planning and Budgeting




OVERVIEW

B Hardware/Software Platforms

IBM ES9121; CICS; DB2; Millennium; CA-IDMS; CA-ACF2 6.0
Client/Server; Novell 3. Ix; Microsoft SQL Server; Microsoft; Windows

NT; UNIX
m Computer and Data Security

2 employees + 1 Academic Part-timer

B Organizational Dynamics

 Rapidly increasing use of client/server technology (1000 user increase
annually)

e  Matrix organization structure (Frequent job function/location changes)
e  Frequent organizational changes

e  Employee status changes




OBJECTIVES

m Integrate security data from various hardware and software
platforms into a centralized database:

CA-ACF2, Novell, and MS SQL Server into Microsoft Foxpro

m Automate analysis of system and application accesses:

.Current Management reports (R&R)
Future Centralized Database Application using Microsoft Access
Win NT

m Track users across platforms using Logonid record as the security
master file

B Automate maintenance of security data, where possible:
Uploads to CA-ACF2
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GRP (6)
APS  (8)
EMP  (2)
MSC (2
BNUM (6)

JPL USERID STRUCTURE

GRP, APS, EMP, MSC, BNUM

Group - Job Function

Additional functional definition

Employee - Denotes employee (JP) or Affiliate (CT)

Tt 31wl 2




JPL CA-ACF2
LOGONID RECORD

(Client Server Fields)

HRNUM Char(10) Employee #, or Special #'s for Started
Task & other Utility Ids. 6 Significant Digits currently used. All I's,
2's, 3's, 5's, or 9's are used for special Ids.

. OXXXXX Employees

« IXXXXX Affi | iates/contractors

HRAUX Char(6) Used to Xref to users of HR Auxiliary
Systems:

e S=3Salrev Char(?) startiposition 1

. P= Pinfo Char(1) start position 2

HRSTAT Char(4) Employee/Affiliate Employee Status
.LOA Leave of Absence

. OC On Call

PVAI L Char(4) Prevail User

.Pv Only valid value

SECO01 Char(8) JPL Security - Future Use
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HRNUM FIELD DEFINITIONS

1111111

2222222

3333333

4444444

5555555

6666666

(rrrrey

8888888

9999999

0123450
9021050

Started Task Ids

Control (CICS) Region Ids
Class Ids

CA-ACF Utility Ids - Model
File Server/Client Server Ids
Not Assigned

Not Assigned

Not Assigned

Miscellaneous System Ids

JPL Employee Number
JPL Affiliate Number
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CA-ACF2 LOGONID EXTRACT
(Page 1)

//A0191 1D JOB (0155555,A0191 1), T.DAVIS’,
II* TYPRUN=SCAN,

I MSGCLASS=H,

II* RESTART=S020.STEPOI ,

II* RESTART= FTPSEC,

Il CLASS=A,

/I REGION=2M,

I TIME= (3,30),

Il NOTIFY=AOI911

[*ROUTE PRINT U1

[*JOBPARM L=9999 C=0 R=51|, K=55 E=Y

kkkkkkkkkkkkkkkkkhkkkkkkkkkhkkkhkkkkkkkkkhkkkkkkhkkkkkkkkkhkkkhkkkkkkkkkkkhkkkkx
1

I EXTRACTS ALL ACTIVE MASS USERS FROM THE ACF2 DATABASE - NEW

/I~ ACFFDR FIELDS INCLUDING ARNUM, ARSTAT, PVAIL

Il THIS FILE IS USED FOR DOWNLOADING AND XREF REPORTS
Il EXECUTE FTPPW TO AUTOMATICALLY DOWNLOAD FILE
//********************************************************************
//ACFRPT EXEC PGM=ACFRPTSL

/FYSPRINT DD SYSOUT=*

//ISYSPRINT DD DSN=JPL.CAACF2. USERS, DISP=(OLD)

/ISYSIN DD *

INPUT(ACF)




CA-ACF2 LOGONID EXTRACT
(Page 1- Continued)

TITLE(*JPL LOGON IDS **** )

REPORT(SHORT)

DTCFIELD(NO)

SFLDS(GRP APS SEC MS PHONE BNUM HRNUM HRSTAT PVAIL)

/*

//**********************************************************************

/I* THIS JOB REFORMATS THE ACF2 REPORT DUMP OF ALL PRODUCTION USERS
/I ALL ACF2 USERIDS

/I FILE USED FOR DOWNLOADING AND REPORTING

/I* THIS VERSION HAS ADDITIONAL FIELDS - NEWEST

//***************** khhhkkkhhhhhkkrhhkkhhkkkhhhkdhkhdhkrihhrrhkhhkhkhddhhdhhihik

//S020 EXEC DYL280!I.COND=(4, LT),

I DT=1440,

[ DWSP=50,

I DWSS=10,

Il SRTWRK=5

//STEPLIB DD DSN=D280.DYL280!!. LOADLIB, DI SP=SHR
/ISTEPO1.SYS280R DD SYSOUT=*

//SYSOUT DD SYSouT=*

/ISORTWKO01DD UNIT=WORK,SPACE= (CYL,(5,5),,CONTIG)
/ISORTWKO02DD UNIT=WORK,SPACE= (CYL,(5,5),,CONTIG)
/IFILEIN DD DSN=JPL.ACF2.USERS, DISP=SHR



CA-ACF2 LOGONID EXTRACT

(Page 2)
/I UTFILE DD DSN=JPL.ACF2.USERS ,DISP=(,CATLG, DELETE),
[1* UN IT=MD EV, SPA CE=(CYL, (I, 1), RLSE),
I1* DC B=(RECFM=F B, LRECL=I 00, BLKSIZE=9000)

/IS YSIN DD *
OPTION PRIN

*kkhkkkkhkkkkkk

*
*
*
*
*

* kkkkkkhkkkkhkhkkkhk khhkkkhkkkhkkhkhkkkhkhkkk khhkkkhkkhkkhkkhkkhkkhkk kkhkkkk*k

LIMINATES REPORT HEADING FIELDS AND
A

kkkhkkkk khhkkkhkkhkkhkkhkkhkkhkk Kkkhkkhkkhkkhkkhkkhkkhkkhk Khkhkkhkkhkkhkkhkkkhkkhkkk khkhkkkkk*k

****USER SPECIFICATION FILE

FILE FILEIN VB ’'140 420C LENGTH LRECL
STATUS STATUSFLG

AC F21N 140 1
FIELD40 40 |
FIELDD 5 *
GRP 6 36
GROUP 6 37
APS 8 45
LID 8 6
NAME 20 15
SECTION 4 55
MA ILST 8 64

PRI o SRR
s e R R




PHONE 12
BNUM 6
HRNUM 10
HRSTAT 4
PVAIL 4

CA-ACF2 LOGONID EXTRACT
(Page 2- Continued)

73
86
95
106
115

FILE OUTFILE OUTPUT FROM OUT FILE

FB 100 9000

LIDO
NAMEO
GROUPO
APSO
SECTIONO
MA ILSTO
PHCNEO
BNUMO
HRNUMO
HRSTATO
PVAILO

WORKAREA




CA-ACF2 LOGONID EXTRACT
(Page 3)

DYLCOUNT1 =DYLCOUNT1+ 1
IF DYLCOUNT1T LT 11
REJECT
ELSE
NEXT
ENDIF
*PRINT AC F21N
*H EXPRINT LRECL

IF LRECL EQ 136
MOVE LIDTOLIDO
MOVE NAME TO NAMEO
MOVE GROUP TOGROUPO
MOVE APS TO APSO
MOVE SECTION TO SE CT IONO
MOVE MAILST TO MAI LSTO
MOVE PHCONE TC PHONEO
MOVE BNUM TO BNUMO
MOVE HRNUM TO HRNUMO
MOVE HRSTAT TO HRSTATO
MOVE PVAIL TO PVAILO
WRITE OUTFILE




CA-ACF2 LOGONID EXTRACT
(Page 3- Continued)

ELSE
REJECT

ENDIF

I*
I FTPSEC EXEC PGM=FTP, CO ND=(4,LT)
I|*:::::::::::::::=====::::::::::::::::::::::::::::::::
/1> THIS STEP AUTOMATICALLY DOWNLOADS THE FILESTO A
/1> WORKSTATION
/1> MUST HAVE SERVING FTP ACTIVE ON WORKSTATION(TLD)

/Il NPUT DD DSN=JPL. SE C. CNTL(FTP IN PT), DISP=SHR
/] DD DSN=JPL. SE C. CNTL(FTPPU T), DISP=SHR
//OUTPUT DD SYSOUT=*

//[S? subumP DD SYSQUT=*

//ISYSABEND DD SYSOUT=*

//ISYSPRINT DD SYSOUT=*




DASECURITY\ACFZNMAT.DBF
Printed: 04/01/95 12:02

CA ACF2 LOGONID RECORDS
TERMINATIONS/LOAS OR
NO MATCH ON HRS

BY STATUS/NAME

STATUS NAME LOGONID SECTION MAIL STOP PHONE
BIRD, TWEETY A02004 6132 281-103 4-3777
PEREZ, MIKE A02023 1790 511-201 7-7429
SAILOR. POPEYE A02006 3180 506-415 7-9144
SMITH, LEE A02025 6300 511-200 7-7442
THOMPSON, JENNY A02014 3970 230-303 4-1111
ZEILE, TODD A02021 2800 264-318 3-0556

2 BELINSKY. BO AQ2043 2200 174-243 4-7766
CEDENO, ANDUJAR A02017 6420 111-115 4-2762
HARDING. TONYA AC2007 5720 514312 7-7257
PARK, CHANHO A02008 6264 190-220 4-1959
RABBIT, ROGER A02005 6110 502-300 7-7565
STARKS, JOHN A02012 6452 241-211 4-9329
WILSON, PETE A02011 3350 238-638 4-9429

3 BAGWELL, JEFF A02016 6720 511-305 7-9757
BIGGIO, CRAIG A02015 1720 601-205 4-0175




SECURITWACF2UPDT DBF
Printed C!4/02&50752

ACF2HRS UPDATE REPORT
ACF2 LOGONID RECORDS

SECTION CHANGES
BYAWE
NANVE LOGONID GROUP OLD NEW MAIL- PHONE PASSKEY
SECT SECT STOP
AARON, H4NK AQ0007 GEN## 3920 3480 301-235 4-8294 MSOATO01
ABBCTT, M AXC710 GEN#RE 222 180 JPLHQZ  202-426-9320 MGOAGO10
ANDERFLUF, FARLIP A00055 TCH11 395 6030 602-225 44217 MASSTECH
AKVAN, TROY AQ0001 GEN## 3920 5120 T-1709 4-7202 SECURITY
ARNAZ DEZ A00087 GEN##t 3950 3970 5253670  818-351-3411 MS0AGO72
AV ERY , STEVE AOO099 SASHi# 6220 5120 503-102 818-564-4579 MSOAG150
CEY, RON A00021 GEN## 3920 3220 ™O 619-2494958 MHOATOQ0
CAPRIATI, JENIFER AO0324 PRQP 1050 6454  DSCC33  619-255-8052 MGOAGO10
DUQUETTE, DAN A00108 FAP23 3950 6030 511-213 7-7060 MGOAGO10
EDBERG, STEFAN A00059 PROP 3150 3160 JPL-Cape  407-8532161 MFOATO10
WOLANSKI, ALICJA AOOOO08 CFG43 3950 3920 602-745 3-3006 MFOATO10

Total Users: 11
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ACFZ.

DATASET. (PDS File Structure)
RULES

L

DYL280!
EXTRACTI
REFORMAT

Y

RO1811. (fixed format]
ACF2RPT.

RPTFILE

FTP Download

I To PC
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ACFRULES

(dbf) (dbf)

{Logonid Construction)

DSNRULES ACFZUSER

(dbf)
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DEADRULS
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SECURITY
REPORTING
SYSTEM

Z0 ——X>» 4v xx;mO S

(Relational Reports
using R&R]

DEADRULS

(dbf )




DATASET RULE EXTRACT AND REFORMAT

(Page1)
//AQ1911D JOB (OIKW917,A01911 ),’HOLD*T. DAVIS *,
™ TYPRUN=SCAN,
In* RESTART=ACF3000,
In* RESTART=FTPSEC,
I MSGCLASS=H,
I CLASS=A,
I REGION=2048K,
I TIM E=(60),

I NOTIFY=A01911

[*ROUTE PRINT U1

*JOBPARM L=9999,C=0,R=600,K=55,E=Y

HQUTPUT BBB DEST=U1,FORMS=118 CHARS=GS12,FCB=CH11.BURST=Y
//****************************************************************

/I THIS JOBS EXTRACTS INFO FRONJPL.DATASET. RULES, BASED

/" ONTHERULES MASK YOU' SELESTREFCRVATS AND REVMCOVES

/I* THIS JOB SELECTS ALL RULESFOR VARIOUS REPORTIN PURPOSES
II* FORMAT FOR VALIDATION AND REPORTING IN FOXPRO

kkkkkkkkkkkkkkkkkkkkkhkhkhkhkkkkkkkkk kkkkkkkkkkk
//************* e % e e v

//AC‘:ZOOO ’:X‘:C D’“’\/’ IDCANS

//***************

[* FILE CLEANUP

I DELETES ALL USER FILES REQUIRED FOR PROCESSING

//******************************************************************

kkkkkkkkkkkkkkkkkk kkkkkkkkkkkkhkhkhkhkkkkkkkkkkkkkkkkkk




DATASET RULE EXTRACT AND REFORMAT
(Page 1 Continued)

//SYSOUT DD SYSOUT=*

//ISYSPRINT DD SYSOUT=*

[ISYSUDUMP DD SYSOUT=*

/ISYSIN DD *
DELETE 'A01911.ACF2RPT.RPTFILE'
DELETE 'A01911.ACF2.RULES.EXTRACT'

IF LASTCC = 8-

THEN SET MAXCC = O

I*

/IACF2070 EXEC PGM=DYL280,

I REGION=4096K,

1/ PARM="UA= bk <=== ACF2RULE

/ 9 K e K ke e e e e e e e e e Fe e de T e e Je e K e e e e e e Je Fe e Fe e de e v e v v ke vk ke e e e e e vk sk v ok ke e ek sk ke v ke sk ke ke ok ke e ke e ke ok ok e gk e e ek ke ke e ke ok

I PRODUCE A SINGLE SEQUENTIAL FiLE FROM PDS OF DECOMPED
li* RULES WITHSKEY AS RECORDIDFOR EACH LINEOFRULE,
I RECORDS REFORMATED IN TO FIXED FOR DOWNLOAD AND REPORTING.

kkkkkkkkkkhkkkkhhkkkhkhhkkkhkhkkkhhkkhkhhkkhkkhhkkkhkkhhkkhkhkhhkkkhhkkhkhhkkhkhhkkhkkhhkkhkhkkkhkhkkhkkhkhkkhkkhkkkkhkkkkkkk
1
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DATASET RULE EXTRACT AND REFORMAT
(Page 2 Continued)

FILE RPTFILE OUTPUT FROM RPTFILE FB 145
OUTREC 14501
OUTREC1 14501

WORKAREA
WDSNAREA 52 01
WDSNAME 44 01
WVOLID 06
WRECLNG 02 BI

WORKAREA
WKRECF 80 01
WKMEMF 08 01
WKWRDF 01

WORKAREA




DATASET RULE EXTRACT AND REFORMAT

WKRECP 80 01

WKMEMP 08 01
WKWRDP 01
WKDATA 20

WORKAREA
WKPARM 10 01
WKPMEM 08 01

WORKAREA
WORD5 05 01
WORD?2 02 01
WORDI 01 O-l

WORKAREA
WKREC 14501
WKNDX 08 01
WKPREFIX 18

WKDSN 40

WKUID 30

WKACC 40
WORKAREA

WKFL1 10001

(Page 3)
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DATASET RULE EXTRACT AND REFORMAT
(Pege 4)

WKMEMF

TO WKWRDP LENGTH 1
TO WKMEMP(INX) LENGTH 1

NE WKMEMP

S .

lEl




DATASET RULE EXTRACT AND REFORMAT
(Page 4 Continued)

INY =8
MOVE INREC(INY) TO WORD2 LENGTH 2

IF WORDI EQ **
GOTO CO00
ENDIF
** SEE |F RECORD IS A $KEY ***
IF WORD2 EQ '$K’
INY =INY + 5
MOVE INREC(INY) TO WKNDX LENGTH 8
TRANSLATE WKNDX FROM ‘)’ TO X'40’
MOVE BLANKS TO WKPREFIX
GOTO C000
ENDIF

*** SEE |F RECORD IS A $PREFIX ***
IF WORD2 EQ '$P'
INY = INY + 8
MOVE INREC(INY) TO WKPREFIX LENGTH 16
TRANSLATE WKPREFIX FROM ‘) TO X’40’
GOTO CO0O0
ENDIF

SN S iy R e AR ok 4 R N
R R R GRR i R




DATASET RULE EXTRACT AND REFORMAT

(Page 5)
*** RESET THE INDEX FIELDS FOR NEXT RECORD
INY =8
INX=0
C010:

MOVE INREC(INY) TO WORD5 LENGTH 5
IF WORD5 EQ * UID(
MOVE SPACES TO WKDSN(INX)
GOTO C020
ENDIF
MOVE INREC(INY TO WKDSN(INX
INX = INX + 1
INY = INY +1
IF INY EQ40
GOTO C020
ENDIF
GOTO CO | ¢
C020:
***FINDSUID STRING *****
* TRANSLATE WKDSN FROM ‘-’ TO SPACES

INX=0
INY = INY +5
DOOO:

MOVE INREC(INY) TO WORDI LENGTH 1




DATASET RULE EXTRACT AND REFORMAT
(Page 5 Continued)

IF WORDI EQ ‘)’
MOVE SPACES TO WKUID(INX)
GOTO E000
ENDIF
IF INX GT40
GOTO EOOO
ENDIF
MOVE WORDI TO WKUID(INX) LENGTH 1
INX = NX + 1
INY = NY +1
GOTO D000
EO0QO:
INY = INY + 2
MOVE SPACES TO WKACC
MOVE SPACES TO WKDATA
MOVE INREC(INY) TO WKACC LENGTH 40
iINZ=0

" AT oA e ot o g T el ———rTm——
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DATASET RULE EXTRACT AND REFORMAT
(Page 6)
EOQ5:
MOVE WKACC(INZ) TO WORD5 LENGTH 5
IF WORD5 EQ ‘DATA(
MOVE WKACC(INZ) TO WKDATA
MOVE SPACES TO WKACC(INZ) LENGTH 30
MOVE WKDATA TO WKACC(INZ)
GOTO EOO06
ENDIF
IF INZ EQ 40
GOTO EOO06
ENDIF
INZ=INZ + 1
GO7T0O EO05
EQOSG:
INY=INY + 1
MOVE WKREC TO OUTREC1
WRITE RPTFILE
GCTC Co00
EQ0O0:
MQVE SPACES TC INREC
GOTO CO0O0
FO0O:
INX =0
INY =0
INZ=0




DATASET RULE EXTRACT AND REFORMAT
(Page 7)

/IACF3000 EXEC PGM=DYL280,COND= (4,LT),
I REGION=4096K
/ e s e e e e e e e e e de she vk e e Fe e g s e e T s ke e e sk e ke e e T vk sk e Fe e T T de e e ke e e vk e ok sk ok e e ok sk vk e e e o ke e de e
" FINAL REFORMAT PRIOR TO DOWNLOAD TO PC
II*
//******************************************************************
/ISTEPLIB DD DSN=D280.DYL28011 .LOADLIB,
I DISP=SHR
/ISYSPRINT DD SYSOUT=*
//SYS280R DD SYSOUT=*
/ISYSOUT DD SYSOUT=*
//SYS004 DD UNIT= SYSDA,
/I SPACE=(CYL.(2.2))
/INFILE pp DSN=A01911 . ACF2RPT. RPTFILE,
I DISP=(OLD)
/IOUTFILE DD DSN=A0191 1.ACF2.RULES.EXTRACT,
I DISP=(OLD)
/! DISP=(NEW CATLG, DELETE},
| I UNIT=SYSDA,
! SPACE=(CYL (2 1) RLSE),
I DCB=(RECFM=FB,LRECL= 145, BLKSIZE=2900)
//SYSIN DD
FILE INFILE INPUT FB 1452900
INREC 14501
RKEY 08 01
RPREFIX 16




DATASET RULE EXTRACT AND REFORMAT
(Page 7 Continued)

RDSN 40
RUID 30
RACC 40
RTYPE 07 95

FILE OUTFILE OUTPUT FROM OUTFILE FB 145
OUTREC 14501

IF RTYPE EQ ‘NEXTKEY’
REJECT

ELSE
NEXT

ENDIF

MOVE INREC TO QUTREC
WRITE OUTFILE

1%
!




DATASET’ RULE EXTRACT AND REFORMAT
(Page 8)

/IFTPSEC EXEC PGM=FTP,COND=(4,LT)

II' THIS STEP AUTOMATICALLY DOVWNLOADS THE FILES TOA WORKSTATION
II*  MUST HAVE SERVING FTP ACTIVE ON WORKSTATION - TERRI

|

/NMNPUT DD DSN=JPL.PROD.CNTL(FTPINPT),DISP=SHR
I DD DSN=JPL.PROD.CNTL(FTPARULE),DISP=SHR
[IOUTPUT DD SYSOUT=*

JISYSUDUMP DD SYSOUT=*

[ISYSABEND DD SYSOUT=*

IISYSPRINT DD SYSCUT=*

Ir*




Date: 04/03/95

JPL/MASS DATASET ACCESS REPORT

OBSOLETE ACCESS RULES
BY ACF2 RULE KEY

KEY  PREFIX DSN LOGONID RULE UID STRING
CAl CA7-.- A01911 FhkxkkRRRRRRRRRRRR()] Q1]
CANDLE EGAMON *xkxkerRrERFRFOMEGAMON
DBAIDMSIDMS. DBA LOADLIB A**SRM FhEkkkkkkkkkkkkkkkkk GRM
SYSCTL A**SRM ********************SRM
SAD415A~ SAR2 D415AP41.%1 A81827 GENHHHSHHHEHN |IPH##81827
D415AP44 .51 A81827 GENHHHHAHHHHI  PH##8 1827
SAR SYTEM3.SARDB  SA RXMS STCH**¥xkxkrdrxxGARXMS
SAR2MRQ  SAR2? MRASVO0D1 §P415 AB1827 CENMHHHHHERHH P18 1827
MRASYO002.SP417 A81827 GEN#HHHEHEHEHHHE  P##81827
MRASYOO02.5P440 A81 827 GEN#HHHEHHHHHHE  P##81827
MRASY006.5P455 A81 827 GEN#HHHHHHHEHAE  PH#81827
MRASY006.5P466 A8'i827 GENHHHEHERHHHE  PH##81827

JPL

WORK

PAGE: 1

DATASET. RULES A00555
DEV. AO0555

SCR***********J P**00555

******************00555



Flename: D\SECURITYN\HRRULES. DBF
Report Name: RULES BY NAME #1

JPL DATASET ACCESS REPORT
HRS SALARY REVIEW ACCESS

AsOf: 05/24/95

BY NAME

USER NAME KEY PREFIX  DSN LOGONID SEC GROUP RULE UID STRING
ACE, MARIO M04519 6150 HRS00

SAL7500K SALSP2S SAL7500P801G2 HRsoo##hw##JP##04519

SAL7500L SALSP2S SAL7500PUNCHS801 HRsoo######)P##04519
ALVAREZ,JUANITA M03750 6725 HRSAA

SALSMHH SALSP2S MHHRDO025.G****V HRSAA 1 e **rkxk] Px(3750
BARBER,SEVILLE M04770 1400 GEN###

SAL7300K SALSP2S SAL7300UP14X GENHERERHHAHH IP#H04770

SAL7400K SALSP2S SAL7400DOWN14X GENHEHHRHEREH JP#H04770

SAL7500K SALSP2S SAL7500PNCH14X - GENBHERRHARHEIPH#H04TT0
BARELO, CARIN M01224 5060 SAS#HH

SAL73CCV, SALSP2S  SAL73CCURSCS SASHIFHFHRRHHAE PH#01224

SAL7400M SALSP2S SAL7400DOWNS506 SASHHRHHHHEHAE P##01224

SAL7500L SALSP2S SAL7500PNCH506.- SASHHHAHHHHHA) P#H101224
BARLOW. HARRY M67739 3520 GEN###

SAL7200M SALSP2S SAL73CCUR352 CENHHEHHEHEHRE S PHIBT7 39

SAL7400L SALSP2S SAL7400DOWN352 GEN#HEEHHHHAHE PG 7739

SAL7500K SALSP2S SAL7500PNCH352.- GENBHHHEHHHEREPIHIGT 739
BATES, NORMAN M08342 3490 SAS#HH

SAL7300M SALSP2S SAL7300UP349 SASHHHHAEHAHR  P##08342

SAL7400L SALSP2S SAL7400DOWN349 SASHHHRHEHEHHEIP#H08342

SAL7500K SALSP2S SAL7500PNCH349.-

PAGE: 1
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NETSOBJ.SYS
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NETSVAL.SYS
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D:\SECURITY\RIS UPDT DBF
Printed: 04103/95 12:06

USER NAME

ABRAMS, DAN
BARBELL, CAROL

D'MARIC. LO!

OU MARIN, CARCL L.

KUBOS, HOLLY

LA BELLE, PATI

Total Users: 6

A02030
AQ01224
A17218

AT2824

AQ0827

A01540

MASS DATA SECURITY
RIS RCP SECTION CHANGE REPORT #l
BY NAME

544
544

781

782
783

567

USERID PROJ JOB

412A0

COG
ORG

603

3120
3140

CURR
SECT

3110
5060

3120

[9)}
(&)

A
(]

352C

3330

OLD EMPLOYEE
SECT STATUS

3150 !
6035 1

3550

3150
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Microsoft SQL Administrator

File ¥Yiew Manage

Yindow Help

Current Connections:

JPL-MASS-010

34

HEAAXKXX

__| Start Server before Connect

Connect

List Servers...

Cancel

et

y
e




Access to the SQL Server

. Login to the SQL server as the SA (System
Administrator/Supervisor)
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SQL Administrator Window

. Select (Click on) “QUERY”
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"File Edit View Manage Window Help

Current Connections:
JPL-MASS-010

(New Query)
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SQL Command to Extract Logins

. Type in command and select (click on)
“Execute”

y The subsequent screen provides the results of
the query
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Microsoft SQL Administrator *

_File Edit Yiew Manage Yindow Help
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Alternate Method to Extract Logins from

SQL
@Echo ON

ISQL IS {server name} /U sa /P {sa password} |Q“ {select
accdate, dbname,name,password from syslogins}" /o
C:\Security\sqluser.txt

From a Windows workstation where SQL Tools are installed:

. Replace “server name” with the SQL Server, and “password”
with the SA password

Execute the above command as a Batch File from the DOS
Prompt




Resulting File

AC CD ATE DBNAME NAME PASSWORD
JAN 11900 12: 00AM MASTER SA i
MAR 14 1994 10:46AM MASTER PROBE (NULL)
MAR 14 1994 3:06PM FTE FTEADMIN TENNIS
MAR 14 1994 3:11PM  FTE A00204 RAIDERS
MAR 14 1994 3:12PM FTE A01563 MONTANA
MAR 14 1994 3:13PM FTE A02404 A9NERES
MAR 14 1994 3:13PM  FTE A07496 AGASSI
MAR 14 1994 3:14PM FTE Al10194 USOPEN
MAR 14 1994 3:14PM FTE A10623 EL FMAN
MAR 14 1994 3:15PM FTE A13957 BOINGO
MAR 14 1994 3:15PM FTE A15744 EMERALD
MAR 14 1994 3:15PM FTE A17257 KISSME
MAR 14 1994 3:16PM  FTE A17275 PEA RIAM
MAR 14 1994 3:16PM FTE A17941 OFFSPRING
MAR 14 1994 3:17PM FTE A31420 VEGAS
MAR 14 1994 3:1 7PM FTE A 32894 MYPAT
NOV 21 1994 4:55PM FTE94 FTE94ADMIN FAR FLUFF

Current release of SQL Server (v4.2.1), passwords are not
encrypted!
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